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The Digital Revolution ïTechnological Convergence and Integration in ICT 

1930

1945

1970

1980

Logic &Mathematics Theory of Computing 

Electronics First Computers ïScientific Computing 

Commercial Applications Information Systems ïVLSI 

Telecommunication Networks THE INTERNET

1990

Control Theory and Systems  Embedded Systems 

The WEB 

Electromechanical Systems WEAK  AI ïMachine Learning

Cyber-physical Systems + 3D Printing  

2000

2010

2020
Financial Systems

Medical Systems

Production Systems

Transport Systemsé.  

STRONG AI ïTHE INTERNET OF EVERYTHING

Autonomous Systems ï5G ïThe Industrial IoT
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The IoT Vision ïTechnological Convergence and Integration in ICT 

4

The IoT allows objects to be sensed or controlled remotely across a network infrastructure, achieving 

more direct integration of the physical world into computer-based systems, and resulting in improved 

efficiency and predictability.
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The IoT Vision ïAutonomous Systems

Peopleôs explicit or 

arbitrary actions

dynamically trigger

control sequences or 

rule changes

Human IoT 

Interactive

Intelligent services

Semantic web

The Internet of Things 

Rules can be 

changed, but

human-driven

changes are

external to normal behavior

Autonomous

Autonomous transport systems

Industry 4.0

Smart grids

Autonomous space systems 

Industrial IoT 

Building cost-effectively autonomous systems is the Big Challenge in Systems Engineering for the next decade 
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Autonomous systems ïToward Strong AI 

Autonomous systems are intelligent systems that are essential for reaching the Industrial IoT vision. 

ÇThey emerge from the needs to further automate existing organizations by progressive and incremental 

replacement of human operators by autonomous agents.

Á Very different from game-playing robots or intelligent personal assistants. 

ÇThey are often critical and should exhibit ñbroad intelligenceò by handling  knowledge in order to 

Á Manage dynamically changing sets of possibly conflicting goals

Á Cope with uncertainty of complex, unpredictable cyber physical environments.

Á Harmoniously collaborate with human agents e.g.  ñsymbioticò autonomy.

Ç They require a move 

Á from single task, single goal, single domain e.g. intelligent personal assistant, chess player, 

Á to  reactive/proactive intelligent systems integrating  many coordinated tasks e.g. self-driving cars, 
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Ç Autonomy goes far beyond the current AI vision:

Á It is a big step toward closing the gap between machine and human intelligence.

Á it requires a new scientific and engineering foundation integrating knowledge from traditional engineering 

and computing disciplines.



Autonomous Systems ïFrom Automation to Autonomy

Each system consists of agents acting as controllers on their environment and pursuing individual 

goals so that the collective behavior meets the system global goals.

Thermostat Automatic train shuttle Chess-playing robot

(Weak AI)

Soccer-playing robot Robocar

(Autonomy ïBroad AI)
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Autonomous Systems ïFrom Automation to Autonomy

Environment Stimuli Meeting Goals

Thermostat Room +

Heating/cooling device

Temperature Explicit controller

Single goal

Shuttle Cars + 

Passengers+ 

equipment

Dynamic configuration of

cars+

State of  equipment

Explicit controller

+ on line adaptation 

Many fixed goals

Chess robot Chess board +

pawns

Static

configuration of pawns

On-line planning+

stored knowledge

Dyn. Changing  goals

Soccer robot Regions in the field + Players 

+ Ball

Dynamic configuration of 

players/ball

On-line planning+

stored/generated knowledge

Dyn. changing  goals

Robocar Vehicles/obstacles +

Road/communication 

equipment

Dynamic configuration of 

vehicles/obstacles +

State of equipment

On-line planning+

stored/generated knowledge

Dyn. changing  goals
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AI for Awareness AI for Decision Making 



Autonomous Systems ïModel-based vs. Data-based Knowledge 
Fast thinking vs. Slow thinking  (D. KahnemanôsñThinking Fast and Slowò)

COMPUTER

step1

step2

NOYES

Á Execute algorithms (Model-based 

knowledge).

Á Deal with explicitly formalized 

knowledge ïCan be verified!

NEURAL NETWORK 

Á Generate empirical knowledge after 

training  (Data-based knowledge).

ÁDistinguish ñcats from dogsò exactly as 

kids do ïCannot be verified!

System 1: ñFastò Thinking

Á Non-conscious ïautomatic ïeffortless;

ÁWithout self-awareness or control;

Á Handles all kind of empirical implicit 

knowledge e.g. walking, speaking or 

playing the piano.

System 2: ñSlowò Thinking

Á Conscious ïcontrolledïeffortful;

ÁWith self-awareness and control;

Á Is the source of any reasoned 

knowledge e.g. mathematical, 

scientific, technical.

Neural Networks vs. Conventional Computers 
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Autonomous Systems ïScientific vs. ML-generated Knowledge

3. EXPLANATION 

F = m a

(model)

Image

?
{Cat,Dog} 

Image

c1,c2 écnI1,I2,éIn 

1. EXPERIMENT 

m

(mass)
F

(Force)

a

(Acceleration)

a1,a2,éan F1,F2,éFn

2. LEARNING 

NEURAL NETWORK 

Galileo
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The Systems Engineering Challenge ïTrustworthy vs. Cost-effective Design 

Safety critical: a failure 

may be a catastrophic 

threat to human lives

Security critical: 

harmful 

unauthorized 

access

Mission critical:  system availability is 

essential for  the proper running of an 

organization or of a  larger system

Best-effort: optimized use of resources for an acceptable 

level of trustworthiness

10-9

10-6

10-4

Increasing reliability by one order of magnitude implies exponential increase of development costs! 
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The Systems Engineering Challenge ïThe Cost of Trustworthiness 
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The Systems Engineering Challenge ïModular, Reusable and Scalable Design 
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The Systems Engineering Challenge ïModular, Reusable and Scalable Design 
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The Systems Engineering Challenge ïCyber Physical Systems

Cyber-physical systems refer to the next generation of engineered systems requiring tight integration of 

computing, communication, and control technologies.

Á tightly combine the continuous dynamics (systems of differential equations) with the discrete dynamics of 

cyber systems (SW+HW).

Á are important in overcoming many challenges in energy, environment, transportation, and health care e.g., to 

achieve stability, performance, reliability, robustness, and efficiencyȭ.

Stimulus Response 
QoS

Computer 

Embedded component

e.g. Flight controller 

Computer 

Cyber physical component

e.g. Self-driving car, Modular avionics, Modular 

Reusable Spacecraft, Cubesats

Cyber physical

Physical

Quantity

Physical

Quantity
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The Systems Engineering Challenge ïExtending the 3D Printing Paradigm 

Building smart systems as the composition of components whose cyber and physical parts are concurrently 

designed.

J. Sifakis, New European Space Era -- Cooperation between Greece & France, Sept 23, 2021, Athens 


