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The Digital Revolution T Technological Convergence and Integration in ICT
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The loT Vision i Technological Convergence and Integration in ICT

The loT allows objects to be sensed or controlled remotely across a network infrastructure, achieving
more direct integration of the physical world into computer-based systems, and resulting in improved
efficiency and predictability.
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The loT Vision 1 Autonomous Systems

The Internet of Things

Rulescanbe  |ndustrial 0T
changed, but

human-driven  Aytonomous
changes are
external to normal behavior

Autonomous transport systems
Industry 4.0

Smart grids

Autonomous space systems

I
Auman IOT Pegexs lex@l@isor e x pl i cit
arbitrary actions

Interactive dynamically trigger
control sequences or
rule changes

Intelligent services
Semantic web

Building cost-effectively autonomous systems is the Big Challenge in Systems Engineering for the next decade
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Autonomous systems i Toward Strong Al

Autonomous systems are intelligent systems that are essential for reaching the Industrial 10T vision.

C They emerge from the needs to further automate existing organizations by progressive and incremental
replacement of human operators by autonomous agents.

A Very different from game-playing robots or intelligent personal assistants.

C They are oftencriticaland shoul d exhibit Abroad intelligenceo
A Manage dynamically changing sets of possibly conflicting goals

A Cope with uncertainty of complex, unpredictable cyber physical environments.

A Harmoniously collaborate with human agentse.g. i sy mbi oti cd aut onomy.

¢ They require a move
A from single task, single goal, single domain e.g. intelligent personal assistant, chess player,

A to reactive/proactive intelligent systems integrating many coordinated tasks e.g. self-driving cars,

C Autonomy goes far beyond the current Al vision:
A ltis a big step toward closing the gap between machine and human intelligence.
A it requires a new scientific and engineering foundation integrating knowledge from traditional engineering
and computing disciplines.
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Autonomous Systems i From Automation to Autonomy
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Thermostat Automatic train shuttle

(Weak Al)

Soccer-playing robot Robocar
(Autonomy 7 Broad Al)

Each system consists of agents acting as controllers on their environment and pursuing individual
goals so that the collective behavior meets the system global goals.
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Autonomous Systems 1 From Automation to Autonomy

Thermostat Room + Temperature Explicit controller
Heating/cooling device
Single goal
Shuttle Cars + Dynamic configuration of Explicit controller
Passengers+ cars+ + on line adaptation
equipment State of equipment
Many fixed goals
Chess robot Chess board + Static On-line planning+
pawns configuration of pawns stored knowledge
Dyn. Changing goals
Soccer robot Regions in the field + Players |Dynamic configuration of On-line planning+
+ Ball players/ball stored/generated knowledge
Dyn. changing goals
Robocar Venhicles/obstacles + Dynamic configuration of On-line planning+
Road/communication vehicles/obstacles + stored/generated knowledge
equipment State of equipment Dyn. changing goals

Al for Awareness Al for Decision Making
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Autonomous Systems i Model-based vs. Data-based Knowledge

and

Fast thinking vs. Slow thinking (D.Kahnemi@ahldisnki ng Fast

System 1: AFasto Thi

A Non-conscious i automatic i effortless;

A Without self-awareness or control;

A Handles all kind of empirical implicit
knowledge e.g. walking, speaking or
playing the piano.

n ki

ng

System 2: nAS| owo

A Conscious i controlledi effortful:

A With self-awareness and control:

A s the source of any reasoned
knowledge e.g. mathematical,
scientific, technical.

Th

Neural Networks vs. Conventional Computers

NEURAL NETWORK

A Generate empirical knowledge after
training (Data-based knowledge).

ADistinguish fAcats from d

kids do 1 Cannot be verified!
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A Execute algorithms (Model-based
knowledge).
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Autonomous Systems 1 Scientific vs. ML-generated Knowledge

1. EXPERIMENT 2. LEARNING 3. EXPLANATION

F1, é 22 ° 0 o ”
del
|:>|(mass)'::> (model)

(Force) (Acceleratlon) Galileo

NEURAL NETWORK

Hiddan
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The Systems Engineering Challenge i Trustworthy vs. Cost-effective Design

Mount ®™Mount Sinai
Sinai | Medical Center

Security critical:

i Health Card
harmful (T
may be a catastrophic unauthorized Oy
threat to human lives access
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Mission critical: system availability is
essential for the proper running of an
organization or of a larger system

amazZzoncorr

10_4 Best-effort: optimized use of resources for an acceptable Co Ug[e‘ Y,IM a Eg

level of trustworthiness

Increasing reliability by one order of magnitude implies exponential increase of development costs!
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The Systems Engineering Challenge T The Cost of Trustworthiness
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The Systems Engineering Challenge i Modular, Reusable and Scalable Design
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The Systems Engineering Challenge 1 Modular, Reusable and Scalable Design

@ Improving designer productivity through abstraction

# of Design Alternatives

Components
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Model Abstraction
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The Systems Engineering Challenge i Cyber Physical Systems

Cyber-physical systems refer to the next generation of engineered systems requiring tight integration of

computing, communication, and control technologies.

Ve

A

tightly combine the continuous dynamics (systems of differential equations) with the discrete dynamics of
cyber systems (SW+HW).

are important in overcoming many challenges in energy, environment, transportation, and health care e.g., to
achieve stability, performance, reliability, robustness, and efficiencyo .

Stimulus Response Cvber phvsical
> Computer >
> Computer i
; \\\ Hﬂf\\\‘\ ,x';r\\‘\\ ;'I:\\\ ;;;\\“\ f}f\\\\ /
Physical ‘”I-l(_ ‘ Physical
Quantity Quantity
Embedded component Cyber physical component
e.g. Flight controller e.g. Self-driving car, Modular avionics, Modular

Reusable Spacecraft, Cubesats
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The Systems Engineering Challenge i Extending the 3D Printing Paradigm

Building smart systems as the composition of components whose cyber and physical parts are concurrently
designed.
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